US009330020B2

a2z United States Patent (10) Patent No.: US 9,330,020 B2
Caprioli et al. (45) Date of Patent: May 3, 2016
(54) SYSTEM, APPARATUS, AND METHOD FOR (52) US.CL
TRANSPARENT PAGE LEVEL INSTRUCTION CPC ... GOGF 12/1027 (2013.01); GO6F 12/1009
TRANSLATION (2013.01)
(58) Field of Classification Search

(71)

(72)

(73)

")

@

(22)

(65)

(1)

Applicants: Paul Caprioli, Hillsboro, OR (US);
Vedvyas Shanbhogue, Austin, TX (US);
Koichi Yamada, Los Gatos, CA (US)

Inventors: Paul Caprioli, Hillsboro, OR (US);
Vedvyas Shanbhogue, Austin, TX (US);

Koichi Yamada, Los Gatos, CA (US)

Assignee: Intel Corporation, Santa Clara, CA

Us)

Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by 202 days.

Appl. No.: 14/142,309
Filed: Dec. 27,2013

Prior Publication Data
US 2015/0186290 A1 Jul. 2, 2015
Int. CI.

GO6F 12/00
GO6F 12/10

(2006.01)
(2016.01)

PROCESSOR 101

ITLB 103

CPC ..o GOG6F 12/1009; GO6F 12/1027
See application file for complete search history.
(56) References Cited

U.S. PATENT DOCUMENTS

5,956,753 A *  9/1999 Glew ..o GOG6F 9/3834
711/205

2013/0246709 Al* 9/2013 Segelken .......... GO6F 9/30174
711/125

* cited by examiner

Primary Examiner — Yong Choe
(74) Attorney, Agent, or Firm — Nicholson De Vos Webster
& Elliott LLP

(57) ABSTRACT

Detailed herein are systems, apparatuses, and methods for
transparent page level instruction translation. Exemplary
embodiments include an instruction translation lookaside
buffer GTLB), wherein each iTLB entry includes a linear
address of a page in memory, a physical address of the page in
memory, and a remapping indicator.

16 Claims, 15 Drawing Sheets

MEMORY 107

BINARY
TRANSLATOR
105

EXECUTION
RESOURCES
109

PAGES 111

PAGE
TABLES
13




US 9,330,020 B2

Sheet 1 of 15

May 3, 2016

U.S. Patent

€l
S31gvl
39vd

-~

L1 S39vd

L "Old

SOl
HOL1VYISNVHL
AdVNIE

L

O

I AJOWEIN

601
§304dN0Ss3d
NOILNO3XH

€0l g1l

I

I 4O0SS300dd




US 9,330,020 B2

Sheet 2 of 15

May 3, 2016

U.S. Patent

(D)z ainbi4
0 A A
l A X
SNOISSINYAd dvYINTIN SSIYAAV TVIISAHd | SS34AAV HY3ANIT
102 [iT4 £02 102
(g)z aanbi4
L A X
0 A A
0 X X
SNOISSINY3d dvINIYH SSIHAAY TVIISAHd | SSIHAAY UVYANIT
102 G0¢ (74 10C
(V)Z ainbi4
0 A A
0 X X
SNOISSINYG3d dvINTH SS3HAAY TVIISAHd | SS3YAAV WVANI1
202 [{174 (T4 102




U.S. Patent May 3, 2016 Sheet 3 of 15 US 9,330,020 B2

FETCH SINGLE WRITLB INSTRUCTION, THE WRITLB INSTRUCTION
INCLUDING A FIRST AND SECOND OPERAND 301

\ J
DECODE THE FETCHED WRITLB INSTRUCTION 303

4
RETREIVE THE FIRST OPERAND’S VALUES 30

EXECUTE THE WRITLB INSTRUCTION TO REMAP A LINEAR ADDRESS OF
THE FIRST OPERAND ASSOCIATED WITH AN UNTRANSLATED PAGE TO A
PHYSICAL ADDRESS OF A LINEAR ADDRESS OF THE SECOND OPERAND

CORRESPONDING TO A TRANSLATED PAGE
307

WRITE THE REMAPPING INTO A ITLB ENTRY AND SET AREMAP BIT 309

FIGURE 3



U.S. Patent May 3, 2016 Sheet 4 of 15 US 9,330,020 B2

DETERMINE PERMISSIONS OF
UNTRANSLATED LINEAR TO PHYSICAL
MAPPING AND TRANSLATED LINEAR
TO PHYSICAL MAPPING
401

A 4

N
" ARE THE PERMISSIONS DELIVER FAULT

& ACCEPTABLE >L> 405
S ) e ¥

403

CREATE MAPPING OF UNTRANSLATED
LINEAR ADDRESS TO TRANSLATED
PHYSICAL ADDRESS IN ITLB ENTRY

407

Y

SET REMAP INDICATOR FOR THE ITLB
ENTRY
409

Figure 4



U.S. Patent May 3, 2016 Sheet 5 of 15 US 9,330,020 B2

RECEIVE REQUEST TO ACCESS
PHYSICAL PAGE
501

\ 4
FETCH FIRST INSTRUCTION
FROM THE REQUESTED
PHYSICAL PAGE

503
A 4
// \\\
IS THE FIRST INSTRUCTION A ™
NO . SPECIAL MARKING INSTRUCTION . | ¢ CONTINUE
~=_ |NDICATING AN ANTICIPATED ENTRY >— =23 FETCHING FROM
N POINT e THE PAGE
N 505 7 507
o e

RAISE EXCEPTION
509

Figure 5



U.S. Patent May 3, 2016 Sheet 6 of 15 US 9,330,020 B2
ALLOCATE TRANSLATED LINEAR PAGE THAT IS
MAPPED TO A PHYSICAL PAGE
601
WRITE TRANSLATED CODE TO MAPPED PHYSICAL
PAGE
603
v
EXECUTED UNTRANSLATED CODE
605
Y
UPON EXCEPTION IN UNTRANSLATED CODE,
CHECK FOR PATCHING
607
A 4
VES PATCH? . NO EXCEPTION

~.

ﬂ DELIVERED
€09 611

. 4

MAP UNTRANSLATED LINEAR PAGE ADDRESS TO
TRANSLATED PHYSICAL PAGE ADDRESS

612

YES

A 4

EXECUTE CODE ON TRANSLATED PHYSICAL
PAGE 613

h 4

JUMP TO UNTRANSLATED CODE UPON
COMPLETION OF TRANSLATED CODE

fop]
—
i

v

EXECUTE UNTRANSLATED CODE

o
—
~

h 4

ﬂPON HITTING REQUEST \

FOR THE UNTRANSLATED
LINEAR PAGE ADDRESS

NO

DETERMINE IF IT MAPS TO /
THE TRANSLATED PHYSICAL
PAGE ADDRESS  g4g

Figure 6




US 9,330,020 B2

Sheet 7 of 15

May 3, 2016

U.S. Patent

2

0y

Slig ¥9
G/ sia)sIBay dse M

0GZ 3714 ¥31S193d

1¥14 INI d3X0vd XIWIN
w._._@rvo

aasviv

Y
S119 08

(dd/8%)
G¥/ 3714 ¥ILSIOTH MOVIS d4 HVIVIS

Gz/ sio)siboy asodind |essusn)

Fewwz
s119 952
> ™
suggm
Shuwx ShwwA
Owuwux OwiwA owiwiz
\ v )
slidels
0L/ sloisibay Jo1osA
SLig P9 X 9l

00 FHNLOFLIHOYY H3ILSI9TY

L°9l4



US 9,330,020 B2

Sheet 8 of 15

May 3, 2016

U.S. Patent

a8 |, 19
< LINN 1INN IHOVO Viva| 048 LINN
JHOVD 2.8 ANOWANW
Al 1INN 8711 V1va
x &
098 (S)¥3LSN1D NOILND3X3
98 (S)LINN 298
$S300V (S)LINN
AHOW3W NOILND3X3
A Y
B B == ——
868 (S)LINN S3T14 H3LSIDTY TYOISAHd
IIII:IIH»I._ “ bog
| _958ISIUNNYFINAIHOS ) | N INawaiEy
iy Lo =3 ==
f———— =
268 LINN _ w 058 LINN

o — HOLVOOTIV/INVNIY  __ |

INIONT NOILNOIXT

0€8
i
[ 88 HOI134 NOILONYISNI |
9e8 LINN 871 NOILONYLSNI Z€8 LINN
P ¥£8 LINN IHOVYD NOILONYLSNI NOILOI3dd HONvHg

48 "9l

/ 068 3400

¢l8 018 803
31INA3HOS PNINYNIY 00TV

|_q 770 818 718
V28 | onanwn|  3LEM 918 Qv AMOWIN
LINNOD |y o) (zaue| AMONWAW | 39V1S3LN0IXA | /v
R e Juum ¥31SI9TY
V8 'old

¥08
908 ¢08
ONIQ0O3d
3d023d HIONTT HOL134

008 INIT3dd ~——



US 9,330,020 B2

Sheet 9 of 15

May 3, 2016

U.S. Patent

V906
dHOVO V1vad |1

ﬁ :

¢06
HHJOMLIN ONIY

v

¥06
dHOVO
¢1dH1 40 1389NS 1vOO1

H

906
dHOVO L1

! !

1424 ¢l6
SH41SI193dd SH41SI193dd
dO10dA dV1vOS

I e I

dcco A\ f443)
143ANOD 143ANOD
OId3ANN OIddANN
A
1424
SH41SI193dd
dO10dA
rry |
A 4 A 4
0c6 Y6
ATZZIMS 31vOI'lddd
8¢6

N1V d0LO3A IAIM-91

.

0L6 806
1INN 1INN
dO103dA dV1vOS

9¢6
SHALSIOTA MSVIN JLIIM

Loy

86 'Ol

006
3d003d NOILONYLSNI

V6 'Ol




US 9,330,020 B2

Sheet 10 of 15

May 3, 2016

U.S. Patent

M S S B |

I #10L (S)LINN 2101 ONIY ] _

| ITIOEINOD ]~ — = I T e ] r _

9L0LISILINN {1 2 em i —— = _
¥ITIONINOD [— = === 3 npoor || VP00l b oo

Sne _ (SILINN _ ewa| |(SLNN] | goo) 01907 _

010} LINN L 3HOVO | 3HOVO 350ddNd |

INFOV WILSAS | N2ooL MO0 | VZ00L 300 | WI0IdS |

/ooor d0SS3004d



U.S. Patent May 3, 2016 Sheet 11 of 15 US 9,330,020 B2

1115
1100 — — — 17
—_ 1110

=ty
r |:|— PROCESSOR |~ — T
| — 1195 |
|15 /—/ | _— 1140
o CONTROLLER
CO- I— P MEMORY
| PROCESSOR | | GMCH 1190 |-
I |
1160 —_ L ':_/:I
/0 IOH 1150 |
I |

FIG. 11



US 9,330,020 B2

Sheet 12 of 15

May 3, 2016

U.S. Patent

V1V Z1L'oId
orad) 082l
aNv 3009 | s3omaa | 3snow
JOVHOLS Y1Vd Lech NWOD 444 JAUYOGAIM
F 4] |4 __
1zl 4] ) 1)
¥OSSIO0Hd o/ 01Ny $32IA3A O] 390149 Sng
oz - q r _
96z, —1 M | ez — 4l | eca
967, — dd 062} 13SdIHO d-d L gz _mOmmmoomaoo_
V6e) — _—
o) 2521
—
omN_‘ n_-n_ n_-n_ n_-n_ n_-n_ ONN_\
%&mesL \ rsﬁ
812l
052l
— 82 el =7
NI NI
ezl rA%4)
AMOWIN AYOWAW
HO0SSID0Hd0D
4OSSIO0Nd HOSSIN0Nd

\



US 9,330,020 B2

Sheet 13 of 15

May 3, 2016

U.S. Patent

1494
AHOWIN

4 Y4
AHOWIN

€l '9ld
GLEL
O/l ADY9I1
06¢l 967, — 4/l
13SdIHO
867, —1dd V67l d-d
%er\» « N@l\» &
—]
owN_\ n_-n_ n_-n_ n_-n_ n_-n_ ONN_\
%ﬁL%ﬁL \ rsﬁ
8.2}
0521
— 282} a4
10 10
¥0SSID0¥d ¥0SS30N0Yd
el |
| s3oiAzaon '

— — e—

/ 0o¢l




US 9,330,020 B2

Sheet 14 of 15

May 3, 2016

U.S. Patent

101 (S)LINN
W2 0yl YITTIOHYINOD
LINN AVTdsia | | ¢EFF HINA YA LINN NYHS AHOWIW
EINERENY
910} (S)LINN T R
mmjm_%mEoo ““““““““““ | 2071 (SITINT LOINNODaLIN -
— IIIIIIIIIIIII -
_ |
_ 9001 (S)LINN FHOVD AIFHVHS |
P T~
L1 npoor ! ¥p00)
“ " va._._ZD _ " o e va._._ZD
JHOVO
0101 LINN | ———d HOVO
IN3OV W3LSAS _ NZ00} 340D N V200l 3400
0L¥) HOSSID0¥d NOILYDITddY

0Zv) (S)H0SSID0Hd0D

/ 00%

dIHO ¥ NO W3LSAS

vl "Old



US 9,330,020 B2

Sheet 15 of 15

May 3, 2016

U.S. Patent

¥0G) ¥311dNOD 98X

9

206} 3OVNONV1 1A THOIH

0S1 3A0J AHVNIF 98X

805G} ¥31dNOD
135 NOILONYHLSNI
JAILYNG3LTY

¢1Gl Y31H3IANOD
NOILONYLSNI

Sl "o14 0151 300D AYYNIG
13S NOILONYLSNI
TYMLIOS JAILYNYALTY
IHYMAYYH
Y
915l p161L 30D L3S NOLLONMLSNI
340D L3S NOILONYLSNI
96 NG LSvan 98X NV LNOHLIM ¥0SSIO0Md
1Y HLIM ¥0SS300Nd




US 9,330,020 B2

1

SYSTEM, APPARATUS, AND METHOD FOR
TRANSPARENT PAGE LEVEL INSTRUCTION
TRANSLATION

FIELD OF INVENTION

The field of invention relates generally to computer pro-
cessor architecture, and, more specifically, to translation
lookaside buffers (TLBs).

BACKGROUND

Binary translation is a technology in which original code is
translated into target code to provide instruction set architec-
ture (ISA) compatibility (e.g., the original code may not be
able to run directly on the hardware) or improved perfor-
mance (e.g., the original code is not optimal for the target
hardware) or improved security (e.g., defense against return-
oriented programming (ROP) attacks).

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example and
not limitation in the figures of the accompanying drawings, in
which like references indicate similar elements and in which:

FIG. 1 illustrates an embodiment of a simplified version of
a system that utilizes page level instruction translation using
an instruction TLB (iTLB).

FIGS. 2(a)-(c) illustrate an exemplary simplified iTLB
structure according to an embodiment.

FIG. 3 illustrates an embodiment of the execution of a
WRITLB instruction in a processor by one or more functional
units.

FIG. 4 illustrates an embodiment of a method of execution
of a WRITLB instruction.

FIG. 5 illustrates an embodiment of a flow for when hard-
ware (such as a processor) wants to fetch an instruction from
a page associated with an untranslated address (X).

FIG. 6 illustrates an embodiment of a flow for software
translating code from a page using a hardware mechanism.

FIG. 7 is a block diagram of a register architecture 700
according to one embodiment of the invention.

FIG. 8A is a block diagram illustrating both an exemplary
in-order pipeline and an exemplary register renaming, out-of-
order issue/execution pipeline according to embodiments of
the invention.

FIG. 8B is a block diagram illustrating both an exemplary
embodiment of an in-order architecture core and an exem-
plary register renaming, out-of-order issue/execution archi-
tecture core to be included in a processor according to
embodiments of the invention.

FIGS. 9A-B illustrate a block diagram of a more specific
exemplary in-order core architecture, which core would be
one of several logic blocks (including other cores of the same
type and/or different types) in a chip.

FIG. 10 is a block diagram of a processor 1000 that may
have more than one core, may have an integrated memory
controller, and may have integrated graphics according to
embodiments of the invention.

FIGS. 11-14 are block diagrams of exemplary computer
architectures.

FIG. 15 is a block diagram contrasting the use of a software
instruction converter to convert binary instructions in a source
instruction set to binary instructions in a target instruction set
according to embodiments of the invention.

DETAILED DESCRIPTION

In the following description, numerous specific details are
set forth. However, it is understood that embodiments of the
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2

invention may be practiced without these specific details. In
other instances, well-known circuits, structures and tech-
niques have not been shown in detail in order not to obscure
the understanding of this description.

References in the specification to “one embodiment,” “an
embodiment,” “an example embodiment,” etc., indicate that
the embodiment described may include a particular feature,
structure, or characteristic, but every embodiment may not
necessarily include the particular feature, structure, or char-
acteristic. Moreover, such phrases are not necessarily refer-
ring to the same embodiment. Further, when a particular
feature, structure, or characteristic is described in connection
with an embodiment, it is submitted that it is within the
knowledge of one skilled in the art to affect such feature,
structure, or characteristic in connection with other embodi-
ments whether or not explicitly described.

Detailed below are embodiments which allow for partial
translation of an original instruction sequence and solves the
performance and transparency issue of transitioning from the
original instruction sequence to the translated instruction
sequence by way of an instruction translation lookaside
buffer (iTLB) remapping.

FIG. 1 illustrates an embodiment of a simplified version of
a system that utilizes page level instruction translation using
an instruction TLB (iTLB). In the illustrated system, a hard-
ware processor 101 (such as a central processing unit (CPU),
accelerated processing unit (APU), or graphics processing
unit (GPU)) 101 is coupled to a memory 107. The processor
101 includes an iTLB 103 and execution resources 109.

The memory 107 may be volatile memory such random
access memory (RAM) or a non-volatile memory such as a
disk (hard disk, solid state, etc.). The memory 107 stores a
binary translator 105 which when executed by the processor
101 translates original code into target code. The memory 107
also includes memory pages 111 and page table(s) 113. A
page table 113 is a structure used by software, such as an
operating system, that stores mappings between linear
addresses (sometimes called virtual addresses) and physical
addresses. Each mapping is called a page table entry. The
memory 107 may also store a WRITLB instruction detailed
herein.

In systems where the operating system executes in a virtual
machine, there may be a second page table established by
virtual machine monitor software. In such system the physi-
cal address obtained from the page table setup by the operat-
ing system is termed the guest physical address. This guest
physical address is then translated by the second page table
setup by the virtual machine monitor to determine the physi-
cal address to be used as translation for the linear address.

The iTLB 103 is a cache that stores page table entries. In
this instance, it stores entries for instructions and not data.
The iTLB 103 is typically a content-addressable memory
(CAM) where the search key is a linear address and the result
is a physical address.

FIGS. 2(a)-(c) illustrate an exemplary simplified iTLB
structure according to an embodiment. In these examples,
only a few fields of a iTLB entry are shown. In particular, a
field for a linear address 201, physical address 203, remap-
ping indication 205, and permissions 207 are shown. The
linear address field 201 stores a linear address (a location that
software is aware of) and the physical address field 203 stores
a corresponding physical address in memory (actual loca-
tion). Each address marked with a prime (such as X') denotes
a physical address. Additionally, for ease of understanding
the use of X in an entry indicates an address for original or
untranslated code and Y indicates an address for translated
code.Y entries may created by binary translator.
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The remapping field 205 at least one bit that indicates
whether a iTLB entry was created via a page remapping
mechanism instead of being created through typical operating
system controlled memory allocation mechanisms. Those
entries with a value of 0 were created by the operating system
and those with a value of 1 were created using the page
remapping mechanism. Of course, the opposite convention
may be used or any other value to indicate a remapping.
Additionally, in some embodiments, the remapping indica-
tion is not stored in a iTLB entry, but in a different data
structure.

The permissions field 207 indicates access permissions for
the page. In some embodiments, these permissions are read
and write. In other embodiments, additional permissions are
present such as execute. In some embodiments, this field does
not exist.

In FIG. 2(a), neither of the two entries were remapped and
thus the remapping field is 0. In FIG. 2(4), however, the third
entry is a new entry that has a value of 1 in the remapping field
that indicates that the untranslated linear address (X) has been
remapped to physical address (Y'). In FIG. 2(c), however, the
first entry has a value of 1 indicating the untranslated linear
address (X) has been remapped to physical address (Y"). In
this example, a new iTLB entry was not made, but instead an
existing entry was modified.

In some embodiments, the page remapping mechanism
that created or modified a iTLB entry to include an indication
of remapping is an instruction called Write iTLB (WRITLB).
The WRITLB instruction includes an opcode and two oper-
ands. One of the operands is an untranslated linear memory
address and the second operand is a translated linear memory
address. For example, a format for this instruction is
WRITLB X, Y. Upon the execution of the WRITLB instruc-
tion, by for example, a memory functional (execution) unit
causes an 1TLB entry to be created or modified with the X to
Y' mapping and remapping indication set. This instruction is
user programmable. This entry in the iTLB is not present in
the page tables in memory. As such, this entry is ephemeral in
nature and should not be relied on being present for correct-
ness.

FIG. 3 illustrates an embodiment of the execution of a
WRITLB instruction in a processor by one or more functional
units. A WRITLB instruction with a first and second source
operand is fetched at 301. The first source is a linear address
of an untranslated page in memory. The second source is a
linear address of a translated page in memory. These
addresses are in different iTLB entries.

The WRITLB instruction is decoded by decoding logic at
303.

The source operands’ values are retrieved/read at 305. For
example, a iTLB entry is read.

The decoded WRITLB instruction (or operations compris-
ing such an instruction such as microoperations) is executed
by execution resources such as one or more functional units at
307 to remap the linear address of the first source operand to
the physical address of the linear address of a translated page
the second source.

The remapping is written into an iTLB entry at 309. In
some embodiments, this remapping is written as a new entry
in the iTLB. In other embodiments, an existing iTLLB entry
associated with the linear address of the untranslated page is
modified. Additionally, in most embodiments, a remapping
indicator (such as a bit) is set (for example in the remapped
iTLB entry) to indicate that a remapping has occurred.

While 307 and 309 have been illustrated separately, in
some embodiments they are performed together as a part of
the execution of the instruction.
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FIG. 4 illustrates an embodiment of a method of execution
of a WRITLB instruction. In 401, a determination of the
permissions of an untranslated linear address (X) to physical
address mapping (X') and translated linear address (Y) to
physical address mapping (Y") is made.

A determination of if the permissions are acceptable is
made at 403. In some embodiments, permissions are accept-
able when they are identical between the two iTLB entries
looked at in 401. In other embodiments, permissions are
acceptable when one or the other has less permissions. The
determination is made so that it is known if there is a permis-
sion change that may resultin a later error. Ifthey are not, then
a fault delivered at 405. Additionally, if any issue fault
occurred during 401, such as a page limit violation, system
mode execution protection fault, etc. then that fault is deliv-
ered at 405.

Ifthe permissions are acceptable at 403, then a mapping of
the untranslated linear address (X) to the translated physical
address (Y") is made at 407. This mapping may be done in the
new iTLB entry or an existing iTLB (the one that has X as the
linear address) may be updated. At 409, the iTLB’s entry will
have its remapping indicator set. Of course, one or more of the
above steps may be combined such as 407 and 409. Steps 407
and 409 may be performed by a memory functional (execu-
tion) unit of a processor.

FIG. 5 illustrates an embodiment of a flow for when hard-
ware (such as a processor) wants to fetch an instruction from
a page associated with an untranslated address (X). At 501, a
request to a page associated with an untranslated address (X)
is received from a program. This is looked up in the iTLB. In
instances where multiple mappings for X are permitted (one
having a remapping and one not), then the entry having a
remapping is selected. For example, the third entry of FIG.
2(b) would be selected over the first entry. The first instruction
associated with the translated physical page (Y') is fetched at
503.

A determination of if the first instruction is a special mark-
ing instruction that indicates an anticipated entry point is
made at 505. This instruction is used to control entry points of
a code’s control flow into a translated page. In some embodi-
ments, this instruction is called an entry byte sequence (EBS)
and it indicates that the specific offset within the page at
which it appears is an anticipated entry point into the trans-
lated page. The EBS instruction should use an opcode that is
not otherwise used in the page. For example, the binary trans-
lator should look at the page’s content to make sure that the
opcode does not exist on the page.

When the first instruction is not a special marking instruc-
tion, then an exception is raised to inform software of the
attempted entry point at 509. This is typically a trap to the
binary translator’s runtime. When the first instruction is a
special marking instruction, then instruction fetch from the
translated physical page continues at 507.

FIG. 6 illustrates an embodiment of a flow for software
translating code from a page using the hardware mechanism
detailed above. At 601, binary translation software allocates a
linear page (Y) that is mapped to physical page (Y"). After
allocation, the software writes to the allocated page the trans-
lation of the original code from page X which is found in
physical page X' at 603. In most embodiments, the binary
translator makes the first instruction in the translation an EBS
to indicate it as the point of entry. The entry points in page
physical page X' are patched to undefined instructions. An
attempt to execute these undefined instructions results in an
undefined (#UD) exception giving control to the binary trans-
lator runtime software. If the purpose of binary translation is
to emulate unsupported instructions, the hardware may gen-
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erate at #UD exception without patching. Alternatively, the
hardware can patch with an instruction that generates a soft-
ware exception so long as the binary translator runtime soft-
ware can control these software exceptions.

The untranslated code is executed at 605. Upon an unde-
fined exception in the untranslated code, the binary translator
software checks to see if it comes from a patched location in
page X (physical page X') at 607. If it is determined that there
is not a patch at 609, then an exception is delivered at 611. If
it is determined that there is a patch at 609, then WRITLB is
executed to create a mapping of the untranslated linear
address (X) to the translated linear address (Y') inthe iTLB to
avoid the undefined exception in the future and the corre-
sponding remapping indication is set at 612.

At 613, the translated code at linear address Y (physical
address Y') is executed. The binary translator makes the jump
to this code. Upon completion of the translated code, a jump
is made back to the untranslated code at 615. This untrans-
lated code is executed at 617 until a request for the untrans-
lated linear page address. At 619, a determination is made of
if this address maps to the translated physical page address. If
yes, then the code on that translated physical page is executed
at 613. If not, then a determination if there should be a patch
at 609 is made.

Exemplary Architectures

An instruction set, or instruction set architecture (ISA), is
the part of the computer architecture related to programming,
and may include the native data types, instructions, register
architecture, addressing modes, memory architecture, inter-
rupt and exception handling, and external input and output
(I/O). The term instruction generally refers herein to macro-
instructions—that is instructions that are provided to the pro-
cessor (or instruction converter that translates (e.g., using
static binary translation, dynamic binary translation includ-
ing dynamic compilation), morphs, emulates, or otherwise
converts an instruction to one or more other instructions to be
processed by the processor) for execution—as opposed to
micro-instructions or micro-operations (micro-ops)—that is
the result of a processor’s decoder decoding macro-instruc-
tions.

The ISA is distinguished from the microarchitecture,
which is the internal design of the processor implementing
the instruction set. Processors with different microarchitec-
tures can share acommon instruction set. For example, Intel®
Pentium 4 processors, Intel® Core™ processors, and proces-
sors from Advanced Micro Devices, Inc. of Sunnyvale Calif.
implement nearly identical versions of the x86 instruction set
(with some extensions that have been added with newer ver-
sions), but have different internal designs. For example, the
same register architecture of the ISA may be implemented in
different ways in different microarchitectures using well-
known techniques, including dedicated physical registers,
one or more dynamically allocated physical registers using a
register renaming mechanism (e.g., the use of a Register Alias
Table (RAT), a Reorder Buffer (ROB), and a retirement reg-
ister file; the use of multiple maps and a pool of registers), etc.
Unless otherwise specified, the phrases register architecture,
register file, and register are used herein to refer to that which
is visible to the software/programmer and the manner in
which instructions specify registers. Where a specificity is
desired, the adjective logical, architectural, or software vis-
ible will be used to indicate registers/files in the register
architecture, while different adjectives will be used to desig-
nation registers in a given microarchitecture (e.g., physical
register, reorder buffer, retirement register, register pool).

An instruction set includes one or more instruction for-
mats. A given instruction format defines various fields (num-

10

15

20

25

30

35

40

45

50

55

60

65

6

ber ofbits, location of bits) to specify, among other things, the
operation to be performed (opcode) and the operand(s) on
which that operation is to be performed. Some instruction
formats are further broken down though the definition of
instruction templates (or subformats). For example, the
instruction templates of a given instruction format may be
defined to have different subsets of the instruction format’s
fields (the included fields are typically in the same order, but
atleast some have different bit positions because there are less
fields included) and/or defined to have a given field inter-
preted differently. Thus, each instruction of an ISA is
expressed using a given instruction format (and, if defined, in
a given one of the instruction templates of that instruction
format) and includes fields for specifying the operation and
the operands. For example, an exemplary ADD instruction
has a specific opcode and an instruction format that includes
an opcode field to specify that opcode and operand fields to
select operands (sourcel/destination and source2); and an
occurrence of this ADD instruction in an instruction stream
will have specific contents in the operand fields that select
specific operands.

Scientific, financial, auto-vectorized general purpose,
RMS (recognition, mining, and synthesis), and visual and
multimedia applications (e.g., 2D/3D graphics, image pro-
cessing, video compression/decompression, voice recogni-
tion algorithms and audio manipulation) often require the
same operation to be performed on a large number of data
items (referred to as “data parallelism”). Single Instruction
Multiple Data (SIMD) refers to a type of instruction that
causes a processor to perform an operation on multiple data
items. SIMD technology is especially suited to processors
that can logically divide the bits in a register into a number of
fixed-sized data elements, each of which represents a separate
value. For example, the bits in a 256-bit register may be
specified as a source operand to be operated on as four sepa-
rate 64-bit packed data elements (quad-word (Q) size data
elements), eight separate 32-bit packed data elements (double
word (D) size data elements), sixteen separate 16-bit packed
data elements (word (W) size data elements), or thirty-two
separate 8-bit data elements (byte (B) size data elements).
This type of data is referred to as packed data type or vector
data type, and operands of this data type are referred to as
packed data operands or vector operands. In other words, a
packed data item or vector refers to a sequence of packed data
elements, and a packed data operand or a vector operand is a
source or destination operand of a SIMD instruction (also
known as a packed data instruction or a vector instruction).

By way of example, one type of SIMD instruction specifies
a single vector operation to be performed on two source
vector operands in a vertical fashion to generate a destination
vector operand (also referred to as a result vector operand) of
the same size, with the same number of data elements, and in
the same data element order. The data elements in the source
vector operands are referred to as source data elements, while
the data elements in the destination vector operand are
referred to a destination or result data elements. These source
vector operands are of the same size and contain data ele-
ments of the same width, and thus they contain the same
number of data elements. The source data elements in the
same bit positions in the two source vector operands form
pairs of data elements (also referred to as corresponding data
elements; that is, the data element in data element position O
of each source operand correspond, the data element in data
element position 1 of each source operand correspond, and so
on). The operation specified by that SIMD instruction is per-
formed separately on each of these pairs of source data ele-
ments to generate a matching number of result data elements,
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and thus each pair of source data elements has a correspond-
ing result data element. Since the operation is vertical and
since the result vector operand is the same size, has the same
number of data elements, and the result data elements are
stored in the same data element order as the source vector
operands, the result data elements are in the same bit positions
of the result vector operand as their corresponding pair of
source data elements in the source vector operands. In addi-
tion to this exemplary type of SIMD instruction, there are a
variety of other types of SIMD instructions (e.g., that has only
one or has more than two source vector operands, that operate
in a horizontal fashion, that generates a result vector operand
that is of a different size, that has a different size data ele-
ments, and/or that has a different data element order). It
should be understood that the term destination vector operand
(or destination operand) is defined as the direct result of
performing the operation specified by an instruction, includ-
ing the storage of that destination operand at a location (be it
aregister or at a memory address specified by that instruction)
so that it may be accessed as a source operand by another
instruction (by specification of that same location by the
another instruction).

The SIMD technology, such as that employed by the Intel®
Core™ processors having an instruction set including x86,
MMX™, Streaming SIMD Extensions (SSE), SSE2, SSE3,
SSE4.1, and SSE4.2 instructions, has enabled a significant
improvement in application performance. An additional set of
SIMD extensions, referred to the Advanced Vector Exten-
sions (AVX) (AVX1 and AVX?2) and using the Vector Exten-
sions (VEX) coding scheme, has been, has been released
and/or published (e.g., see Intel® 64 and IA-32 Architectures
Software Developers Manual, October 2011; and see Intel®
Advanced Vector Extensions Programming Reference, June
2011).

Exemplary Register Architecture

FIG. 7 is a block diagram of a register architecture 700
according to one embodiment of the invention. In the embodi-
ment illustrated, there are 32 vector registers 710 that are 512
bits wide; these registers are referenced as zmm0 through
zmm31. The lower order 256 bits of the lower 16 zmm reg-
isters are overlaid on registers ymm0-15. The lower order 128
bits of the lower 16 zmm registers (the lower order 128 bits of
the ymm registers) are overlaid on registers xmm0-15.

Write mask registers 715—in the embodiment illustrated,
there are 8 write mask registers (k0 through k7), each 64 bits
in size. In an alternate embodiment, the write mask registers
715 are 16 bits in size. As previously described, in one
embodiment of the invention, the vector mask register k0
cannot be used as a write mask; when the encoding that would
normally indicate k0 is used for a write mask, it selects a
hardwired write mask of OXFFFF, effectively disabling write
masking for that instruction.

General-purpose registers 725—in the embodiment illus-
trated, there are sixteen 64-bit general-purpose registers that
are used along with the existing x86 addressing modes to
address memory operands. These registers are referenced by
the names RAX, RBX, RCX, RDX, RBP, RSI, RDI, RSP, and
R8 through R15.

Scalar floating point stack register file (x87 stack) 745, on
which is aliased the MMX packed integer flat register file
750—in the embodiment illustrated, the x87 stack is an eight-
element stack used to perform scalar floating-point opera-
tions on 32/64/80-bit floating point data using the x87 instruc-
tion set extension; while the MMX registers are used to
perform operations on 64-bit packed integer data, as well as to
hold operands for some operations performed between the
MMX and XMM registers.
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Alternative embodiments of the invention may use wider or
narrower registers. Additionally, alternative embodiments of
the invention may use more, less, or different register files and
registers.

Exemplary Core Architectures, Processors, and Computer
Architectures

Processor cores may be implemented in different ways, for
different purposes, and in different processors. For instance,
implementations of such cores may include: 1) a general
purpose in-order core intended for general-purpose comput-
ing; 2) a high performance general purpose out-of-order core
intended for general-purpose computing; 3) a special purpose
core intended primarily for graphics and/or scientific
(throughput) computing. Implementations of different pro-
cessors may include: 1) a CPU including one or more general
purpose in-order cores intended for general-purpose comput-
ing and/or one or more general purpose out-of-order cores
intended for general-purpose computing; and 2) a coproces-
sor including one or more special purpose cores intended
primarily for graphics and/or scientific (throughput). Such
different processors lead to different computer system archi-
tectures, which may include: 1) the coprocessor on a separate
chip from the CPU; 2) the coprocessor on a separate die in the
same package as a CPU; 3) the coprocessor on the same die as
a CPU (in which case, such a coprocessor is sometimes
referred to as special purpose logic, such as integrated graph-
ics and/or scientific (throughput) logic, or as special purpose
cores); and 4) a system on a chip that may include on the same
die the described CPU (sometimes referred to as the applica-
tion core(s) or application processor(s)), the above described
coprocessor, and additional functionality. Exemplary core
architectures are described next, followed by descriptions of
exemplary processors and computer architectures.
Exemplary Core Architectures

FIG. 8A is a block diagram illustrating both an exemplary
in-order pipeline and an exemplary register renaming, out-of-
order issue/execution pipeline according to embodiments of
the invention. FIG. 8B is a block diagram illustrating both an
exemplary embodiment of an in-order architecture core and
an exemplary register renaming, out-of-order issue/execution
architecture core to be included in a processor according to
embodiments of the invention. The solid lined boxes in FIGS.
8A-B illustrate the in-order pipeline and in-order core, while
the optional addition of the dashed lined boxes illustrates the
register renaming, out-of-order issue/execution pipeline and
core. Given that the in-order aspect is a subset of the out-of-
order aspect, the out-of-order aspect will be described.

In FIG. 8A, a processor pipeline 800 includes a fetch stage
802, a length decode stage 804, a decode stage 806, an allo-
cation stage 808, a renaming stage 810, a scheduling (also
known as a dispatch or issue) stage 812, a register read/
memory read stage 814, an execute stage 816, a write back/
memory write stage 818, an exception handling stage 822,
and a commit stage 824.

FIG. 8B shows processor core 890 including a front end
unit 830 coupled to an execution engine unit 850, and both are
coupled to amemory unit 870. The core 890 may be a reduced
instruction set computing (RISC) core, a complex instruction
set computing (CISC) core, a very long instruction word
(VLIW) core, or a hybrid or alternative core type. As yet
another option, the core 890 may be a special-purpose core,
such as, for example, a network or communication core,
compression engine, coprocessor core, general purpose com-
puting graphics processing unit (GPGPU) core, graphics
core, or the like.

The front end unit 830 includes a branch prediction unit
832 coupled to an instruction cache unit 834, which is
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coupled to an instruction translation lookaside buffer (TLB)
836, which is coupled to an instruction fetch unit 838, which
is coupled to a decode unit 840. The decode unit 840 (or
decoder) may decode instructions, and generate as an output
one or more micro-operations, micro-code entry points,
microinstructions, other instructions, or other control signals,
which are decoded from, or which otherwise reflect, or are
derived from, the original instructions. The decode unit 840
may be implemented using various different mechanisms.
Examples of suitable mechanisms include, but are not limited
to, look-up tables, hardware implementations, programmable
logic arrays (PL.As), microcode read only memories (ROMs),
etc. In one embodiment, the core 890 includes a microcode
ROM or other medium that stores microcode for certain mac-
roinstructions (e.g., in decode unit 840 or otherwise within
the front end unit 830). The decode unit 840 is coupled to a
rename/allocator unit 852 in the execution engine unit 850.

The execution engine unit 850 includes the rename/alloca-
tor unit 852 coupled to a retirement unit 854 and a set of one
or more scheduler unit(s) 856. The scheduler unit(s) 856
represents any number of different schedulers, including res-
ervations stations, central instruction window, etc. The sched-
uler unit(s) 856 is coupled to the physical register file(s)
unit(s) 858. Each of the physical register file(s) units 858
represents one or more physical register files, different ones
of'which store one or more different data types, such as scalar
integer, scalar floating point, packed integer, packed floating
point, vector integer, vector floating point, status (e.g., an
instruction pointer that is the address of the next instruction to
be executed), etc. In one embodiment, the physical register
file(s) unit 858 comprises a vector registers unit, a write mask
registers unit, and a scalar registers unit. These register units
may provide architectural vector registers, vector mask reg-
isters, and general purpose registers. The physical register
file(s) unit(s) 858 is overlapped by the retirement unit 854 to
illustrate various ways in which register renaming and out-
of-order execution may be implemented (e.g., using a reorder
buffer(s) and a retirement register file(s); using a future file(s),
a history buffer(s), and a retirement register file(s); using a
register maps and a pool of registers; etc.). The retirement unit
854 and the physical register file(s) unit(s) 858 are coupled to
the execution cluster(s) 860. The execution cluster(s) 860
includes a set of one or more execution units 862 and a set of
one or more memory access units 864. The execution units
862 may perform various operations (e.g., shifts, addition,
subtraction, multiplication) and on various types of data (e.g.,
scalar floating point, packed integer, packed floating point,
vector integer, vector floating point). While some embodi-
ments may include a number of execution units dedicated to
specific functions or sets of functions, other embodiments
may include only one execution unit or multiple execution
units that all perform all functions. The scheduler unit(s) 856,
physical register file(s) unit(s) 858, and execution cluster(s)
860 are shown as being possibly plural because certain
embodiments create separate pipelines for certain types of
data/operations (e.g., a scalar integer pipeline, a scalar float-
ing point/packed integer/packed floating point/vector integer/
vector floating point pipeline, and/or a memory access pipe-
line that each have their own scheduler unit, physical register
file(s) unit, and/or execution cluster—and in the case of a
separate memory access pipeline, certain embodiments are
implemented in which only the execution cluster of this pipe-
line has the memory access unit(s) 864). It should also be
understood that where separate pipelines are used, one or
more of these pipelines may be out-of-order issue/execution
and the rest in-order.
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The set of memory access units 864 is coupled to the
memory unit 870, which includes a data TLB unit 872
coupled to a data cache unit 874 coupled to a level 2 (L2)
cache unit 876. In one exemplary embodiment, the memory
access units 864 may include a load unit, a store address unit,
and a store data unit, each of which is coupled to the data TL.B
unit 872 in the memory unit 870. The instruction cache unit
834 is further coupled to a level 2 (L.2) cache unit 876 in the
memory unit 870. The L.2 cache unit 876 is coupled to one or
more other levels of cache and eventually to a main memory.

By way of example, the exemplary register renaming, out-
of-order issue/execution core architecture may implement the
pipeline 800 as follows: 1) the instruction fetch 838 performs
the fetch and length decoding stages 802 and 804; 2) the
decode unit 840 performs the decode stage 806; 3) the
rename/allocator unit 852 performs the allocation stage 808
and renaming stage 810; 4) the scheduler unit(s) 856 per-
forms the schedule stage 812; 5) the physical register file(s)
unit(s) 858 and the memory unit 870 perform the register
read/memory read stage 814; the execution cluster 860 per-
form the execute stage 816; 6) the memory unit 870 and the
physical register file(s) unit(s) 858 perform the write back/
memory write stage 818; 7) various units may be involved in
the exception handling stage 822; and 8) the retirement unit
854 and the physical register file(s) unit(s) 858 perform the
commit stage 824.

The core 890 may support one or more instructions sets
(e.g., the x86 instruction set (with some extensions that have
been added with newer versions); the MIPS instruction set of
MIPS Technologies of Sunnyvale, Calif.; the ARM instruc-
tion set (with optional additional extensions such as NEON)
of ARM Holdings of Sunnyvale, Calif.), including the
instruction(s) described herein. In one embodiment, the core
890 includes logic to support a packed data instruction set
extension (e.g., AVX1, AVX2, and/or some form of the
generic vector friendly instruction format (U=0 and/or U=1)
previously described), thereby allowing the operations used
by many multimedia applications to be performed using
packed data.

It should be understood that the core may support multi-
threading (executing two or more parallel sets of operations
orthreads), and may do so in a variety of ways including time
sliced multithreading, simultaneous multithreading (where a
single physical core provides a logical core for each of the
threads that physical core is simultaneously multithreading),
or a combination thereof (e.g., time sliced fetching and
decoding and simultaneous multithreading thereafter such as
in the Intel® Hyperthreading technology).

While register renaming is described in the context of
out-of-order execution, it should be understood that register
renaming may be used in an in-order architecture. While the
illustrated embodiment of the processor also includes sepa-
rate instruction and data cache units 834/874 and a shared L2
cache unit 876, alternative embodiments may have a single
internal cache for both instructions and data, such as, for
example, a Level 1 (L1) internal cache, or multiple levels of
internal cache. In some embodiments, the system may
include a combination of an internal cache and an external
cache that is external to the core and/or the processor. Alter-
natively, all of the cache may be external to the core and/or the
processor.

Specific Exemplary in-Order Core Architecture

FIGS. 9A-B illustrate a block diagram of a more specific
exemplary in-order core architecture, which core would be
one of several logic blocks (including other cores of the same
type and/or different types) in a chip. The logic blocks com-
municate through a high-bandwidth interconnect network
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(e.g., aring network) with some fixed function logic, memory
1/0 interfaces, and other necessary /O logic, depending on
the application.

FIG. 9A is a block diagram of a single processor core,
along with its connection to the on-die interconnect network
902 and with its local subset of the Level 2 (1.2) cache 904,
according to embodiments of the invention. In one embodi-
ment, an instruction decoder 900 supports the x86 instruction
set with a packed data instruction set extension. An [.1 cache
906 allows low-latency accesses to cache memory into the
scalar and vector units. While in one embodiment (to simplify
the design), a scalar unit 908 and a vector unit 910 use sepa-
rate register sets (respectively, scalar registers 912 and vector
registers 914) and data transferred between them is written to
memory and then read back in from a level 1 (1) cache 906,
alternative embodiments of the invention may use a different
approach (e.g., use a single register set or include a commu-
nication path that allow data to be transferred between the two
register files without being written and read back).

The local subset of the .2 cache 904 is part of a global .2
cache that is divided into separate local subsets, one per
processor core. Each processor core has a direct access path to
its own local subset of the [.2 cache 904. Data read by a
processor core is stored in its [.2 cache subset 904 and can be
accessed quickly, in parallel with other processor cores
accessing their own local L2 cache subsets. Data written by a
processor core is stored in its own [.2 cache subset 904 and is
flushed from other subsets, if necessary. The ring network
ensures coherency for shared data. The ring network is bi-
directional to allow agents such as processor cores, [.2 caches
and other logic blocks to communicate with each other within
the chip. Each ring data-path is 1012-bits wide per direction.

FIG. 9B is an expanded view of part of the processor core
in FIG. 9A according to embodiments of the invention. FIG.
9B includes an L1 data cache 906 A part of the L1 cache 904,
as well as more detail regarding the vector unit 910 and the
vector registers 914. Specifically, the vector unit 910 is a
16-wide vector processing unit (VPU) (see the 16-wide ALU
928), which executes one or more of integer, single-precision
float, and double-precision float instructions. The VPU sup-
ports swizzling the register inputs with swizzle unit 920,
numeric conversion with numeric convert units 922A-B, and
replication with replication unit 924 on the memory input.
Write mask registers 926 allow predicating resulting vector
writes.

Processor with Integrated Memory Controller and Graphics

FIG. 10 is a block diagram of a processor 1000 that may
have more than one core, may have an integrated memory
controller, and may have integrated graphics according to
embodiments of the invention. The solid lined boxes in FIG.
10 illustrate a processor 1000 with a single core 1002A, a
system agent 1010, a set of one or more bus controller units
1016, while the optional addition of the dashed lined boxes
illustrates an alternative processor 1000 with multiple cores
1002A-N, a set of one or more integrated memory controller
unit(s) 1014 in the system agent unit 1010, and special pur-
pose logic 1008.

Thus, different implementations of the processor 1000 may
include: 1) a CPU with the special purpose logic 1008 being
integrated graphics and/or scientific (throughput) logic
(which may include one or more cores), and the cores
1002A-N being one or more general purpose cores (e.g.,
general purpose in-order cores, general purpose out-of-order
cores, a combination of the two); 2) a coprocessor with the
cores 1002A-N being a large number of special purpose cores
intended primarily for graphics and/or scientific (through-
put); and 3) a coprocessor with the cores 1002A-N being a
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large number of general purpose in-order cores. Thus, the
processor 1000 may be a general-purpose processor, copro-
cessor or special-purpose processor, such as, for example, a
network or communication processor, compression engine,
graphics processor, GPGPU (general purpose graphics pro-
cessing unit), a high-throughput many integrated core (MIC)
coprocessor (including 30 or more cores), embedded proces-
sor, or the like. The processor may be implemented on one or
more chips. The processor 1000 may be a part of and/or may
be implemented on one or more substrates using any of a
number of process technologies, such as, for example, BiC-
MOS, CMOS, or NMOS.

The memory hierarchy includes one or more levels of
cache within the cores, a set or one or more shared cache units
1006, and external memory (not shown) coupled to the set of
integrated memory controller units 1014. The set of shared
cache units 1006 may include one or more mid-level caches,
such as level 2 (L.2), level 3 (L3), level 4 (1.4), or other levels
of cache, a last level cache (LLC), and/or combinations
thereof. While in one embodiment a ring based interconnect
unit 1012 interconnects the integrated graphics logic 1008,
the set of shared cache units 1006, and the system agent unit
1010/integrated memory controller unit(s) 1014, alternative
embodiments may use any number of well-known techniques
for interconnecting such units. In one embodiment, coher-
ency is maintained between one or more cache units 1006 and
cores 1002-A-N.

In some embodiments, one or more of the cores 1002A-N
are capable of multithreading. The system agent 1010
includes those components coordinating and operating cores
1002A-N. The system agent unit 1010 may include for
example a power control unit (PCU) and a display unit. The
PCU may be or include logic and components needed for
regulating the power state of the cores 1002A-N and the
integrated graphics logic 1008. The display unit is for driving
one or more externally connected displays.

The cores 1002A-N may be homogenous or heterogeneous
in terms of architecture instruction set; that is, two or more of
the cores 1002A-N may be capable of execution the same
instruction set, while others may be capable of executing only
a subset of that instruction set or a different instruction set.
Exemplary Computer Architectures

FIGS. 11-14 are block diagrams of exemplary computer
architectures. Other system designs and configurations
known in the arts for laptops, desktops, handheld PCs, per-
sonal digital assistants, engineering workstations, servers,
network devices, network hubs, switches, embedded proces-
sors, digital signal processors (DSPs), graphics devices,
video game devices, set-top boxes, micro controllers, cell
phones, portable media players, hand held devices, and vari-
ous other electronic devices, are also suitable. In general, a
huge variety of systems or electronic devices capable of
incorporating a processor and/or other execution logic as
disclosed herein are generally suitable.

Referring now to FIG. 11, shown is a block diagram of a
system 1100 in accordance with one embodiment of the
present invention. The system 1100 may include one or more
processors 1110, 1115, which are coupled to a controller hub
1120. In one embodiment the controller hub 1120 includes a
graphics memory controller hub (GMCH) 1190 and an Input/
Output Hub (IOH) 1150 (which may be on separate chips);
the GMCH 1190 includes memory and graphics controllers to
which are coupled memory 1140 and a coprocessor 1145; the
IOH 1150 is couples input/output (/O) devices 1160 to the
GMCH 1190. Alternatively, one or both of the memory and
graphics controllers are integrated within the processor (as
described herein), the memory 1140 and the coprocessor
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1145 are coupled directly to the processor 1110, and the
controller hub 1120 in a single chip with the IOH 1150.

The optional nature of additional processors 1115 is
denoted in FIG. 11 with broken lines. Each processor 1110,
1115 may include one or more of the processing cores
described herein and may be some version of the processor
1000.

The memory 1140 may be, for example, dynamic random
access memory (DRAM), phase change memory (PCM), or a
combination of the two. For at least one embodiment, the
controller hub 1120 communicates with the processor(s)
1110, 1115 via a multi-drop bus, such as a frontside bus
(FSB), point-to-point interface such as QuickPath Intercon-
nect (QPI), or similar connection 1195.

In one embodiment, the coprocessor 1145 is a special-
purpose processor, such as, for example, a high-throughput
MIC processor, a network or communication processor, com-
pression engine, graphics processor, GPGPU, embedded pro-
cessor, or the like. In one embodiment, controller hub 1120
may include an integrated graphics accelerator.

There can be a variety of differences between the physical
resources 1110, 1115 in terms of a spectrum of metrics of
merit including architectural, microarchitectural, thermal,
power consumption characteristics, and the like.

In one embodiment, the processor 1110 executes instruc-
tions that control data processing operations of a general type.
Embedded within the instructions may be coprocessor
instructions. The processor 1110 recognizes these coproces-
sor instructions as being of a type that should be executed by
the attached coprocessor 1145. Accordingly, the processor
1110 issues these coprocessor instructions (or control signals
representing coprocessor instructions) on a coprocessor bus
or other interconnect, to coprocessor 1145. Coprocessor(s)
1145 accept and execute the received coprocessor instruc-
tions.

Referring now to FIG. 12, shown is a block diagram of a
first more specific exemplary system 1200 in accordance with
anembodiment of the present invention. As shown in FIG. 12,
multiprocessor system 1200 is a point-to-point interconnect
system, and includes a first processor 1270 and a second
processor 1280 coupled via a point-to-point interconnect
1250. Each of processors 1270 and 1280 may be some version
of the processor 1000. In one embodiment of the invention,
processors 1270 and 1280 are respectively processors 1110
and 1115, while coprocessor 1238 is coprocessor 1145. In
another embodiment, processors 1270 and 1280 are respec-
tively processor 1110 coprocessor 1145.

Processors 1270 and 1280 are shown including integrated
memory controller (IMC) units 1272 and 1282, respectively.
Processor 1270 also includes as part of its bus controller units
point-to-point (P-P) interfaces 1276 and 1278; similarly, sec-
ond processor 1280 includes P-P interfaces 1286 and 1288.
Processors 1270, 1280 may exchange information via a point-
to-point (P-P) interface 1250 using P-P interface circuits
1278, 1288. As shown in FIG. 12, IMCs 1272 and 1282
couple the processors to respective memories, namely a
memory 1232 and a memory 1234, which may be portions of
main memory locally attached to the respective processors.

Processors 1270, 1280 may each exchange information
with a chipset 1290 via individual P-P interfaces 1252, 1254
using point to point interface circuits 1276, 1294, 1286, 1298.
Chipset 1290 may optionally exchange information with the
coprocessor 1238 via a high-performance interface 1239. In
one embodiment, the coprocessor 1238 is a special-purpose
processor, such as, for example, a high-throughput MIC pro-
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cessor, a network or communication processor, compression
engine, graphics processor, GPGPU, embedded processor, or
the like.

A shared cache (not shown) may be included in either
processor or outside of both processors, yet connected with
the processors via P-P interconnect, such that either or both
processors’ local cache information may be stored in the
shared cache if a processor is placed into a low power mode.

Chipset 1290 may be coupled to a first bus 1216 via an
interface 1296. In one embodiment, first bus 1216 may be a
Peripheral Component Interconnect (PCI) bus, or a bus such
as a PCI Express bus or another third generation 1/O inter-
connect bus, although the scope of the present invention is not
so limited.

As shown in FIG. 12, various /O devices 1214 may be
coupled to first bus 1216, along with a bus bridge 1218 which
couples first bus 1216 to a second bus 1220. In one embodi-
ment, one or more additional processor(s) 1215, such as
coprocessors, high-throughput MIC processors, GPGPU’s,
accelerators (such as, e.g., graphics accelerators or digital
signal processing (DSP) units), field programmable gate
arrays, or any other processor, are coupled to first bus 1216. In
one embodiment, second bus 1220 may be a low pin count
(LPC) bus. Various devices may be coupled to a second bus
1220 including, for example, a keyboard and/or mouse 1222,
communication devices 1227 and a storage unit 1228 such as
a disk drive or other mass storage device which may include
instructions/code and data 1230, in one embodiment. Further,
an audio 1/0 1224 may be coupled to the second bus 1220.
Note that other architectures are possible. For example,
instead of the point-to-point architecture of FIG. 12, a system
may implement a multi-drop bus or other such architecture.

Referring now to FIG. 13, shown is a block diagram of a
second more specific exemplary system 1300 in accordance
with an embodiment of the present invention. Like elements
in FIGS. 12 and 13 bear like reference numerals, and certain
aspects of FIG. 12 have been omitted from FIG. 13 in order to
avoid obscuring other aspects of FIG. 13.

FIG. 13 illustrates that the processors 1270, 1280 may
include integrated memory and I/0O control logic (“CL”) 1272
and 1282, respectively. Thus, the CL 1272, 1282 include
integrated memory controller units and include I/O control
logic. FIG. 13 illustrates that not only are the memories 1232,
1234 coupled to the CL 1272, 1282, but also that I/O devices
1314 are also coupled to the control logic 1272, 1282. Legacy
1/0 devices 1315 are coupled to the chipset 1290.

Referring now to FIG. 14, shown is a block diagram of a
SoC 1400 in accordance with an embodiment of the present
invention. Similar elements in FIG. 10 bear like reference
numerals. Also, dashed lined boxes are optional features on
more advanced SoCs. In FIG. 14, an interconnect unit(s) 1402
is coupled to: an application processor 1410 which includes a
set of one or more cores 202A-N and shared cache unit(s)
1006; a system agent unit 1010; a bus controller unit(s) 1016;
an integrated memory controller unit(s) 1014; a set or one or
more coprocessors 1420 which may include integrated graph-
ics logic, an image processor, an audio processor, and a video
processor; an static random access memory (SRAM) unit
1430; a direct memory access (DMA) unit 1432; and a display
unit 1440 for coupling to one or more external displays. Inone
embodiment, the coprocessor(s) 1420 include a special-pur-
pose processor, such as, for example, a network or commu-
nication processor, compression engine, GPGPU, a high-
throughput MIC processor, embedded processor, or the like.

Embodiments of the mechanisms disclosed herein may be
implemented in hardware, software, firmware, or a combina-
tion of such implementation approaches. Embodiments of the



US 9,330,020 B2

15

invention may be implemented as computer programs or pro-
gram code executing on programmable systems comprising
at least one processor, a storage system (including volatile
and non-volatile memory and/or storage elements), at least
one input device, and at least one output device.

Program code, such as code 1230 illustrated in FIG. 12,
may be applied to input instructions to perform the functions
described herein and generate output information. The output
information may be applied to one or more output devices, in
known fashion. For purposes of this application, a processing
system includes any system that has a processor, such as, for
example; a digital signal processor (DSP), a microcontroller,
an application specific integrated circuit (ASIC), or a micro-
processor.

The program code may be implemented in a high level
procedural or object oriented programming language to com-
municate with a processing system. The program code may
also be implemented in assembly or machine language, if
desired. In fact, the mechanisms described herein are not
limited in scope to any particular programming language. In
any case, the language may be a compiled or interpreted
language.

One or more aspects of at least one embodiment may be
implemented by representative instructions stored on a
machine-readable medium which represents various logic
within the processor, which when read by a machine causes
the machine to fabricate logic to perform the techniques
described herein. Such representations, known as “IP cores”
may be stored on a tangible, machine readable medium and
supplied to various customers or manufacturing facilities to
load into the fabrication machines that actually make the logic
O processor.

Such machine-readable storage media may include, with-
out limitation, non-transitory, tangible arrangements of
articles manufactured or formed by a machine or device,
including storage media such as hard disks, any other type of
disk including floppy disks, optical disks, compact disk read-
only memories (CD-ROMs), compact disk rewritable’s (CD-
RWs), and magneto-optical disks, semiconductor devices
such as read-only memories (ROMs), random access memo-
ries (RAMs) such as dynamic random access memories
(DRAMs), static random access memories (SRAMs), eras-
able programmable read-only memories (EPROMs), flash
memories, electrically erasable programmable read-only
memories (EEPROMs), phase change memory (PCM), mag-
netic or optical cards, or any other type of media suitable for
storing electronic instructions.

Accordingly, embodiments of the invention also include
non-transitory, tangible machine-readable media containing
instructions or containing design data, such as Hardware
Description Language (HDL), which defines structures, cir-
cuits, apparatuses, processors and/or system features
described herein. Such embodiments may also be referred to
as program products.

Emulation (Including Binary Translation, Code Morphine,
Etc.)

In some cases, an instruction converter may be used to
convert an instruction from a source instruction set to a target
instruction set. For example, the instruction converter may
translate (e.g., using static binary translation, dynamic binary
translation including dynamic compilation), morph, emulate,
or otherwise convert an instruction to one or more other
instructions to be processed by the core. The instruction con-
verter may be implemented in software, hardware, firmware,
ora combination thereof. The instruction converter may be on
processor, off processor, or part on and part off processor.
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FIG. 15 is a block diagram contrasting the use of a software
instruction converter to convert binary instructions in a source
instruction set to binary instructions in a target instruction set
according to embodiments of the invention. In the illustrated
embodiment, the instruction converter is a software instruc-
tion converter, although alternatively the instruction con-
verter may be implemented in software, firmware, hardware,
or various combinations thereof. FIG. 15 shows a program in
a high level language 1502 may be compiled using an x86
compiler 1504 to generate x86 binary code 1506 that may be
natively executed by a processor with at least one x86 instruc-
tion set core 1516. The processor with at least one x86 instruc-
tion set core 1516 represents any processor that can perform
substantially the same functions as an Intel processor with at
least one x86 instruction set core by compatibly executing or
otherwise processing (1) a substantial portion of the instruc-
tion set of the Intel x86 instruction set core or (2) object code
versions of applications or other software targeted to run on
an Intel processor with at least one x86 instruction set core, in
order to achieve substantially the same result as an Intel
processor with at least one x86 instruction set core. The x86
compiler 1504 represents a compiler that is operable to gen-
erate x86 binary code 1506 (e.g., object code) that can, with or
without additional linkage processing, be executed on the
processor with at least one x86 instruction set core 1516.
Similarly, FIG. 15 shows the program in the high level lan-
guage 1502 may be compiled using an alternative instruction
set compiler 1508 to generate alternative instruction set
binary code 1510 that may be natively executed by a proces-
sor without at least one x86 instruction set core 1514 (e.g., a
processor with cores that execute the MIPS instruction set of
MIPS Technologies of Sunnyvale, Calif. and/or that execute
the ARM instruction set of ARM Holdings of Sunnyvale,
Calif.). The instruction converter 1512 is used to convert the
x86 binary code 1506 into code that may be natively executed
by the processor without an x86 instruction set core 1514.
This converted code is not likely to be the same as the alter-
native instruction set binary code 1510 because an instruction
converter capable of this is difficult to make; however, the
converted code will accomplish the general operation and be
made up of instructions from the alternative instruction set.
Thus, the instruction converter 1512 represents software,
firmware, hardware, or a combination thereof that, through
emulation, simulation or any other process, allows a proces-
sor or other electronic device that does not have an x86
instruction set processor or core to execute the x86 binary
code 1506.
What is claimed is:
1. An apparatus comprising:
an instruction translation lookaside buffer (TLB), wherein
each iTLB entry includes a linear address of a page in
memory, a physical address of the page in memory, and
a remapping indicator;

execution resources to execute an instruction to create an
iTLB entry which is a remapping of an iTLB entry to
remap an existing linear address of an untranslated page
in memory associated with a first iTLB entry to a physi-
cal address of translated page in memory associated with
a second iTLB and set the remapping indicator of the
created iTLB entry.

2. The apparatus of claim 1, wherein the created iTLB entry
is a new entry in the iTLB.

3.Theapparatus of claim 1, wherein the created iTLB entry
is a modification of an existing entry in the iTLB.

4. The apparatus of claim 1, wherein each iTLB entry
includes an indication of permissions and remapping only
occurs if the permissions between iTLB entries allows.
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5. The apparatus of claim 4, wherein when the permissions
between iTLB entries are identical the remapping occurs.

6. The apparatus of claim 4, wherein the permissions
include at least one of read, write and execute.

7. The apparatus of claim 1, wherein the instruction
includes a linear address of an untranslated page and a linear
address of a translated page.

8. The apparatus of claim 1, wherein the created iTLB entry
is not found in a page table in memory.

9. A system comprising:

a processor including

an instruction translation lookaside buffer (iTLB),
wherein each iTLB entry includes a linear address of
a page in memory, a physical address of the page in
memory, and a remapping indicator, and

execution resources to execute an instruction to create an
iTLB entry which is a remapping of an iTLB entry to
remap an existing linear address of an untranslated
page in memory associated with a first iTLB entry to
aphysical address of translated page in memory asso-
ciated with a second iTLB and set the remapping
indicator of the created iTLB entry; and
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memory to store
a binary translation program,
pages of translated and untranslated code, and
page tables to store mappings between linear and physi-
cal page addresses.

10. The system of claim 9, wherein the created iTLB entry
is a new entry in the iTLB.

11. The system of claim 9, wherein the created iTLB entry
is a modification of an existing entry in the iTLB.

12. The system of claim 9, wherein each iTLB entry
includes an indication of permissions and remapping only
occurs if the permissions between iTLB entries allows.

13. The system of claim 10, wherein when the permissions
between iTLB entries are identical the remapping occurs.

14. The system of claim 10, wherein the permissions
include at least one of read, write and execute.

15. The system of claim 9, wherein the instruction includes
alinear address of an untranslated page and a linear address of
a translated page.

16. The system of claim 9, wherein the created iTLB entry
is not found in a page table in memory.
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